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CAREY Al PERSONAL DATA PROCESSING PURPOSES AND DETAILS

We are ECHO BMS LTD, incorporated and registered in England and Wales with company number
15272869. Our registered office is at 2nd Floor Stratus House Emperor Way, Exeter Business Park, Exeter,
Devon, United Kingdom, EX1 3QS.

our Privacy Policy. https://quik-ai.com/privacy-policy

Subject matter of processing/ Business Purposes. The provision of the services as set out in the

agreement between the parties.

Duration of Processing. The customer’s representatives’ data is processed for the duration of the
agreement and six years thereafter. The patient data and any other data uploaded into the system by the

customer’s representative is stored by us for up to six years.

If any such data is transferred outside of the United Kingdom, for example, for third-party processing to
allow for the provision of the services, the data is only processed for as long as necessary to fulfil a query.

Upon completion, said data is permanently removed from servers overseas.

All data is retained for up to 30 days for testing, quality checks and debugging.

Legal Basis for processing:

Contractual necessity, which means the performance of our obligations under the agreement.

Security measures:

The Service may provide you with access to, integrate with, or contain links or references to products,
services, data, information, sites, or other materials provided or operated by third parties (collectively,
"Third Party Products”). In such cases, we only provide API services to connect these Third-Party Products
to the service provided by us, not the Third-Party Product itself.

Any exchange of data between you and any third-party provider of a Third-Party Product, is solely
between you and the applicable third-party provider. By integrating with a Third-Party Product, you

acknowledge and agree that:

(i) Licensee Data may be shared with the third-party provider; and (i) The Supplier shall not be held liable
to and shall not accept any liability, obligation or responsibility whatsoever for any loss or damage in
connection with the data we provide to such third parties.

o System access controls.

b Data access controls.


https://quik-ai.com/privacy-policy

o Transmission controls.
o Input controls.

o Data backups.

. Data segregation.

Sub-processors:

Name Services provided Location Data protection and

security policies

AWS Cloud hosting provider London, United https://aws.amazon.co

Kingdom m/privacy/

Amazon Bedrock Fully managed service that United States https://docs.aws.amazo
offers a choice of high- n.com/bedrock/latest/u
performing foundation models serguide/data-

(FMs) from leading Al protection.html
companies.

International Transfers:

The UK-US Data Bridge, which came into force in October 2023, facilitates data transfers from the UK to the
EU and the US by recognising the adequacy of the protection provided by the US under the UK Extension
to the EU-US Data Privacy Framework (DPF). This means personal data can be transferred to US
organisations certified under the DPF without additional safeguards like Standard Contractual Clauses or
Binding Corporate Rules.

AWS has confirmed its certification under the EU-U.S. DPF, adhering to the framework's principles. This
certification ensures that AWS maintains high data protection for personal data transferred from the EU
to the U.S. You can view AWS's DPF certification on the official Data Privacy Framework website, as AWS is

covered under the Amazon, Inc. certification. See: aws.amazon.com

The UK has an adequacy decision regarding transfers to the EU, which allows personal data to be
transferred without additional measures.

CQC Compliance:

It is important to note that CQC requires adherence to stringent data protection standards. The UK-US
Data Bridge aligns with these standards by ensuring that US organisations receiving data are subject to
robust privacy obligations, including data security and purpose limitation principles. However,
organisations must remain vigilant about the specific requirements of the CQC accreditation, which may

include additional safeguards or documentation to demonstrate compliance with its standards.
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